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AIS API: Providing REST Compliant Access to
UTL Data

The AIS Application Programming Interface (API)

AIS AP User: Not Logged In

delivers seamless, enterprise-grade access to your Welcome

Obtain New Access Key

plant’s UTL data through an intuitive and flexible
interface. Users can create data requests effortlessly
through guided prompts and wizard-driven workflows,

Send new or updated access key

similar to modern Al tools, or through dynamically -
generated documentation for advanced scenarios.

Data is returned in standard formats, JSON and XML,
enabling smooth integration with popular tools like
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Excel and Power BI, as well as development
environments including Python, Java, and JavaScript.
This ensures rapid adoption across both business and technical teams.

Built with production environments in mind, the AIS APl incorporates intelligent load management to
protect system performance while maintaining reliable data delivery. It provides robust, enterprise-level
security with fine-grained access control and comprehensive logging of all activity for full transparency
and auditability.

The AIS API is designed for agility, making it easy to introduce new data requests without disruption
while automatically extending both its guided interfaces and dynamic documentation to keep users
aligned and productive.

Commercial and technical requirements highlight the need to extract data from the UTL platform and
export it into standard oil and gas software. The AIS API performs this through standard connectors
such as REST, SOAP, HTTP, and TCP.

The AIS API makes UTL data accessible to governance and stewardship tools, PowerBIl environments,
and analytics platforms such as Azure ML, Data Synapse, and Azure Databricks. AIS APl is a powerful
tool that provides third-party applications the raw critical handover data that can be fed into emerging
Al technologies.
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UTL

Types of UTL Data Supported

The AIS API provides:

e A centralized location to create REST endpoints for all UTL data

e An ability to securely monitor what systems are extracting data for UTL
e Administrators with the ability to throttle/control access to this data

e Forward compatibility of data extraction for future versions of UTL

A second web site has been enabled to accept HTTP requests to return data from UTL in JSON or XML.
As a fully self-documenting REST API site, administrators can limit access to groups or users through
issuing HTTP access tokens. Currently the AIS APl supports data from:

e Shift Reports
e Registers
o Logltems

Many elements in published UTL shift reports display data from critical site systems. This data is an
important part of the handover, and their exact values at the time of shift handover become the Values
of Record. We have found that these values cannot be perfectly recreated from the databases.
Therefore, AIS is adding gleaner technology to the AIS API. This gleans the Values of Record from custom
modules in the published reports and serves them up for ingestion from our API. The gleaner supports
data including:

e Alarms, Alarm Comments

e Targets/Limits/Exceedances

o Handover Data (Intelatrac, Hexagon,etc)
e Dynamic Data Importer (DDI) Data

e Logltems

e Dynamic Reports

e Operator Instructions

The AIS API requires an |IS Server, an SQL Server database, and connectivity to each UTL site.
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AIS API Security

AIS APl endpoints provide controlled access to selected data from multiple sites using the UTL software.
The UTL platform is a production environment where data is securely entered and updated under strict
login and permission controls to preserve data integrity.

AIS-API Endpoints provide browse-only access to the same data in a variety of structured formats,
making it easy to extract information for management reports and analysis.

Key Features

¢ Read-Only Data Access:
AIS APl endpoints act as a quasi-data warehouse, exposing selected data from UTL systems
while protecting the underlying information from changes.

e Robust Throttling Mechanisms:
To protect the performance and stability of the production UTL system, AIS APl endpoints use
throttling strategies that limit the impact of data requests

e Flexible Security:
AIS APl endpoints can be configured for anonymous access to specific data sets when
appropriate. In most cases access requires user authentication and explicit permission for
particular endpoints or sites. These credentials are separate from UTL logins.

e Distinct Accessibility Levels:
Access can be tailored by endpoint, site, or dataset, allowing different users to see only the
information they are authorized to view.

e Scalability:
AIS-API Endpoints can connect to an unlimited number of UTL sites, aggregating data and
making thousands of reports available for analysis and decision-making

Historical Log of Previous API calls

AIS API logs all endpoint calls/creations for the Super User to review and for individual API users to go
back to see what they were previously working on.

AlS

Software. Systems. Solutions.



UTL

Multiple Users: Single Admin

The AIS API is designed to control access across multiple UTL instances within the corporate intranet.
The API Super User can provide secure access to both UTL users and other data consumers throughout
the enterprise.
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Multiple UTLs: Single Admin

The AIS APl is designed to support connections to unlimited UTL instances within the corporate intranet,
centralizing and simplifying this data access management. It uses native SQL logins or Windows service
accounts with access to the UTL databases to provide API users with the authorization to build
endpoints to this data.

Site Mame UTL Status Alarm Status Active Display Order | Action

Online Mot Configured 554 Update Site 2

Bay Oil ‘ Online Online Ad Update Site 12

Apex Refining Online Online 32 Update Site 12
Rio West Ol ‘ Online Mot Configured a 2 Update Site 15
_ Mot Configured Mot Configured 6 Update Site 3
Hunter America Online Mot Configured 2 Update Site 2
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Fetching Data from UTL: Building Endpoints

In the spirit of UTL’s self-service philosophy, an endpoint generating Wizard in the APl walks the APl user
through the necessary steps to build endpoints from the UTL data. A UTL site is chosen, an API source is
chosen, then the user goes through the site’s unique UTL hierarchy to build the endpoint.

API Wizard

This extracts and displays data from UTL database table views based on user selections

& 86Demo UTL DEMO v8.6 ## M Pacific Standard Time

Log ltems ~
Log Items v

If nothing is selected below, an overview report may be generated.

‘Caution: Because of your permissions, everything is shown (not working and not granted)

Reports on issues that have been logged

Parameters Selected

Category « All

Locations = All

Include Comments * All

Date Range No Dates

Format for data: | QA: Show as html ¥

Latest Records to return :‘ 10 Records "‘

Fetch Data Preview Call Refine Data
¥Show Ids on tables EShow Details
This applies to the next table rendering.

Example of an AIS API Endpoint:

An endpoint is a REST compliant URL that returns JSON, XML, HTML, or XMLSCHEMA data. Its
parameters can also be manipulated by coding to change the data returned by the AIS API.

The AIS API Call is shown below with the anonymous/open access key

http://localhost:5102/Home/v2?apiname=List-StandardReports&siteid=18format=Json8standarddoc
type_id_list=385&doctype_subtopic_id_list=&shiftset_id_list=8&supervisorarea_set=&unit_set=8&area_i
d_list=&area_group_id_list=8days_back=8start_date=8&end_date=&batchsize=10&offset=8&accesske
y=00000000-0000-0000-0000-000000000000
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Dynamic UTL Hierarchy Selection to Build Endpoints:

The AIS API’s Wizard dynamically changes its metadata selections based on the selected UTL instance
and the selections made by the APl user. They need not understand the specific details behind every
UTL configuration because the Wizard will always present the user with the proper site’s hierarchy for
selection. This provides the APl user with site knowledge specific to the selected instance of UTL.

Parameters

|

(4

Format for data: ! Json

Latest Records to return : [ 10 Records V|

Fetch Data Preview Call

vShow Ids on tables HMShow Details

This applies to the next table rendering.
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Fetching Data

After assigning filters to the parameters, click Fetch Data and a new tab will open displaying the
data in JSON or XML, depending on your selection.

Format for data: | Json VI
Latest Records to return :| 10 Records Vl

Example of JSON Compliant Data Returned from the AIS API Endpoint:

“report_id": "425548",
"datatype": "CUSTOM",

"subtopicoptions": "DYNAMICREPORTS",
"report_subtopic_id": "76844962",
"report_type_topic_id": "4211",
"report_type_topic_displayorder™: "99",
"report_type_subtopic_id": 99",
"report_type_subtopic_displayorder": "99",

"content": {
"api": {
"subtopicid": "15404",
"table": {
"no": "@",
"depth": "@",
"ecell": [
{
"row": "1",
"column™: "1",
"text": "UNIT"
T,
{
"row": "1",
"column™: "2",
"text": "Unit of Measure"
s
{
"row": "1",
"column™: "3",
"text": "Last Hour Average"
s
{
"row": "1",
"column™: "4",
"text": "Shift Average"
},
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Example of XML Compliant Data Returned from the AIS API Endpoint:

This XML file does not appear to have any style information associated with it. The document

v<shiftreports apiname="list-standardreports” email="openapif@aissoftware.com" site="
v<report report_id="425537" filename="DC-IT-28268488-DAY" report type id="517" rep
04-28T04:30:00" report_range_end date="2026-04-088T16:30:00" description="Default
supervisor_area="AIS" unit="GOM" area="Intelatrac Test Job"™ created date="2026-84
30T88:45:53" published_by="Brad.Rose">
v<subtopic report_id="425537" datatype="CUSTOM" subtopicoptions="COUNTER" report
report_type subtopic_displayorder="99">
v <content>
v<apl datatype="custom" subtopicoptions="counter" subtopicid="15411">
v<table no="0" depth="0">
<cell row="1" column="1">D] Counts since 11 22 2@25: -119</cell>
</table>
</api>
</content>
</subtopic>
</report>
</shiftreports>

Granular Manipulation of Endpoints:

The endpoints return data can be refined further by these selections.

Call Parameters Wizard for [Shift Reports] API

[shiftReports ~

See V27ApiNamex=List-StandardReports
asignature= [No Signature Meta Data__ ~|
&format= [15o0n ¥
&batchsize = |10
&offset = |
&area_group.id_list = [ |
&area_id list = [ |
&days_back = [ ]
&doctype_subtopic_id_list = 6931 |
&end_date = [mm/ddryy  0J@
&shiftset_id_list = [ |
&standarddoctype_id_list = [221 |
&start_date = |mmyddryyyy ole
&supervisorarea_set = ]
&unit_set = Olympus

Temporary Access Key
The Temporary (TEMP_) may be shared with others. It has a short life. Their access will be recorded as yours

.................................... . I
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